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Setup ssh trust

e cd ~/.ssh
e Generate public/private dsa key pair

ssh-keygen —t dsa

e Add public key into ~/.ssh/authorized keys on target
host

cat 1d _dsa.pub >> ~/_.ssh/authorized keys
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Web Services - Authentication principles

e |dentification (who you are)
- ECMWEF userid (from certificate or manual login with token)
- Web only userid (from manual login)

- Domain user (from IP address or DNS domain name)

e Authorisation (proof of who you are)
- Certificate
- Security token

- Password

e Access Control (what you can access)

- Protected pages

- Personalised pages
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Web Services — Access levels

Without certificate, from recognised domain:

e Forecast products (including current FC)
e Documentation
e Web-MARS browsing (registration needed)

Certificate or Security token needed for:

e Dissemination management

Security token validation needed for:

@ Ecaccess

e Certificate request
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Web access classes — authorised domain
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Web access classes — other domains
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Web Services - Login (1/2)

Thisis thelogin page | g @ @ @ Crrrmrmmrmm e o = &,
as seen by adomain 3 T s - ==

European Centre

user fro m ec mWf . | nt %Tﬂﬂ”ﬁ;ﬁc”:g@ Home YourRoom Login Contact Feedback SiteMap Search:|
W h O C h O S e to | O g | n 5 : = ._'_'-'-,-1-*";‘ - Ahout Us Products Services Research Publications Hews&Events

PR Overview Forecasts Computing Modelling MNewsletters Calendar

- L - Getting here Orcer Data Archive Feanalysis tanuals Employment
an al I O r d O e n y t T T T Committees Ordler Software PreplFs Seasonal Litarary Open Tenclers
have a certificate. Relatad. . .
i-:l:nh:wﬁi Certificate Registered users: Hot registered yet?
F—"lo :t . User ID'| Some services will not he available to you unless
yvou register.
Forgot your User ID? Weh password: I

At this stage the user & Fesirior o OF
CO u I d C h O OS e to SacutlD Passcode:' Continue without registering

Lagin | It wou Comfinee Wilifrouwt registenng, we will
H : recognise you as an anonymous user from the
reg |Ster h Im SElf, tO Internet domain domain_ecimwf.
Forgot your User |0 andior web password? Click

login with a user id or i
login as an anonymous
domain user.

& 14052002 EChAWE

m@@gi ; '%ﬁ'_z

Should you have forgotten your User ID and/or web password you can request a
new one from tis page.
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Web Services - Login (2/2)

ogin Page - Ma [=][][]
. FEile Edit Yiew Go Bookmarks Tools Window Help
@ O @ O | % httpsutheaeny ecmwtintlogin?action=logout I [@; Search ] C:“_‘Z
- (> Q
« 9 Home | E3Bookmarks % Internet E3Lookup E3Mew&Coaol
Eurcpean Centre -
for Medium-Range Home “our Boom Login Contact Feedback Site Map Search: I
'uHae_tE_a_r_ancaatH
g —:us" oy, - Ahout Us Products Services Research Publications Hews&Events
iR E ,.';':,}_' © Overview Forecasts Cormputing Modelling Mewsletters Caleridar
T SUwaeel o Getting here Orcer Data Archive Reanalysis aruals Employmernt
CuhNoata‘avaianiiy - ot Committees Order Software FreplFS Seazonal Litarary Open Tenders
Related Your web broweser has submitted a cedificate that identifies you as John Greenavway. =
ECMWF Certificate : : :
Authority Login using the cedificate for 'daohn Greenawway’ |
Forgot your passvord?
Forgot your User ID?
If you would like to login with a different user 1D, please [ogin manually here.
€3 14.05.2002 EChWE . _|F
| J = & E] | | -8

This is the login page as seen by a domain user from ecmwf.int who has a
certificate.

At this stage the user could either login with the certificate or login as a
different user by clicking on login manually here

COM INTRO 2014: Terminal Introduction

CCECMWEF



Web Services - Personalisation (1/2)

This page will look
different depending on the
user who is viewing it and
possibly WHERE from.

The page is currently
being viewed by a public
user.

* denotes area with
restricted access
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=™ Forecasts - Mozill [=][o][x]
@ O @ O | % httpefnwmstest ecmwfintproducts/forecasts/d/charts | [@\ Search ] C:g
B (+] Q
» (v [ |
e
Eurcpean Centre el
for Medium-Rangs Home YourRBoom Login Contact Feedback Site Map Search: I
Weather Forecasts
LA fbout Us Products services FPublications ~ Hews&Events
_____ HAHTS Civerwview Forecasts Cornputing Mewsletters Caleniclar
Getting here Orcler Data Archive Manuals Ernploymetit
R R B Committees Order Software FreplFS Library Open Tenders
Home > Products » Forecastss
Forecasts
Products Medium range forecast
Forecasts * Anaiysis Epsqrams
Data and Software . W " These are mace on demand using a
Ordering < ??S‘emwe f"?mcmn £l clatabasze created every night.
Catalogue : ﬁ%ﬂ Extreme forecast index
lptdddili;nal GTS o Tropeal O pical cpciones” Our new product for severe weather
Eroducts - - rediction.
& User Guide: online or ;% acrobat file :
See also
) Monthly forecast
%::n:inaﬁon * |ntroduction Stamps maps =
Vour room * forecast X "Stamp maps" show individual rernber
L Our rnom + Documentation forecasts of mean sea level pressure and
geopotential at 500 hPa.
Chart catalogue Seasonal forecast
Find charts * |ntroduction _ Hino-3 SST anomaly plumes
+ Dcean Analysis Our sea surface temperature anommaly
* Forecast ensemible forecast.
W.M.0. User * Yerification Tropical storms
i Tropical STONns
logi + Documentation
ogn Inter-annual variability in tropical starm
behaviour as shown in the seazonal
forecast.
Monitoring of the ohserving system
* Avyailabilit . Received observations
* Munlt_orlnq of GUAMN stations These plots show how received
* Satellite data ) observations cover the globe.
+ Monthly monitoring report (POE version) Observation types are: S¥NOPISHIF,
ELOY, AIRCRAFT, SATOE, SSMI,
TEMP, PILOT/PROFILER, TOMS, ERS-2,
FAOE. .
*These links refer to resources requiring higher credentials than the current ones. |
-
I = &F £1] ETEE
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Web Services - Personalisation (2/2)

» Forecasts - Mozilla [=][O][x]
Th IS pag e WI | | I 00 k @Q O @ Q | % hitpwrrwmstest ecmwf intproducts/forecasts/d/chants | [CL Search l ’:igo
— |
. . b [
FY
different depending on the Eucpean Cente —H
for Medium-Range Home Youwr Boom Login Contact Feedback Site Map Search:
. . . . Veather Forecasts
user w h OlIs viewin g |t . i Ahout Us Products Services Research Publications  Hews&Events
it - Owerview Forecasts Computing facelling Mewsletters Calendar
Getting here Orcler Data Archive Feanalysis Manuals Employment
e i Committees Order Software PreplF3 Seasonal Library Open Tenders
Home > Products » Forecastss
Th is currentl ovecasts
e p ag elS Cu e y Products Medium range forecast
being viewed by an [ocscests " Deteimist o
e g e e y a Data and Software . W These are made on demand using a
. Ordering ~ Ensemble Prediction System database created every night.
ECMWF domain user Cataloque > Sewrrits Exrems forecastindes
PAddd'rti::Jtnal GTS - Trtl— nical cyclones Our new product for severes weather
Products rediction. et
# User Guide: online ar ;,‘_E_-jc.acrnbatﬂle = =
See also
MDI‘I“‘IlY forecast
Archive :
e & |ntroduction Stamps maps
Diggemination ® Forecast AT
[ — O tati “Stamp maps” show individual member
Lol rooin * Llocumentanon forecasts of mean sea level pressure and
geopotential at 500 hPa.
Chart catalogue Seasonal forecast
Find charts ¢ Introduction Hino-3 SST anomaly plumes
* Ocean Analysis Our sea surface termperature anomaly
it % enzemble forecast.
+* Vermcation -
i Tropical storms
+ Documentation Tropical storms
Inter-anrual varizbility in tropical storm
hehaviour as shown in the seasonal
farecast.
Monitoring of the observing system ]
+ Availabilit . Received observations
* gm:;n:ﬁrmdq th GUAM stations These plots show how received
© BElEICEEE, . observations cover the glakbe.
+ MMonthly maonitoring report (FDF version) Ohzervation types are: SYMOPISHIF,
BUOY, AIRCRAFT, SATOB, S5MI,
TEMF, PILOT/PROFILER, TOVS, ERS-2,
FAOE. ||
-
4] [ T»
[ 0 & E) | i BT
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Web Services - Registration

= ECMWF Registration Page - Mozilla - = [O][x]
@ O @ O | % https:Afmwmstest ecmwtintregister | [Q search ] Cgﬂ .
European Centre —
for Medium-Range Home Y“our Boom Login Contact Feedback Site Map Search: I
‘u"u'aamar Famnamﬂ
oA - fAhout Us Products Services Research Publications Hews&FEvents
Owverview Forecasts Cornputing Modelling Mewsletters Calendar
; e o Getting here Order Data Archive Feanalysis Maruals Employrent
Gty g;“rm i Committess Ordler Software FreplF3 Seazonal Litarary Open Tencders
ECMWF Registration Page
Related You may register here with ECMWFE Web Services. all you have to do is to choose a User 1D and tell us
ECMWF Certificate your name and your e-mail address
Authority . . .
Fargot your password? Once we have processed your reguest, we will send you a password |, which you may use to log in. =
Forgot your User ID?
Please choose a User IO | (&t least 5 characters long)
Yaour first name is: |
And your last name is: |
Your e-mail address is: |
Your e-mail address (again): |
Register |
| E¥t1anconnn : EChIWE |
] =3 &F 3 [Done e =r=]
I

Here (domain) users can register with their e-mail address.
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Web Services - Certificate request

1. Start Firefox and on www.ecmwf.int navigate to
Login > ECMWEF Certificate Authority

2. Create certificate

® Do not remember password for this site

=,

3. Install Certificate and CA e

Security Device: Software Security Device

® When asked to set a Master Password |, ——
urrent password: (not set)
jUSt preSS ‘ Entel’” Mew password: “

Mew password (again): ‘

® Trust CA to identify Web sites (only)

Password quality meter

Cancel oK

4. Quit Firefox

5. Restart Firefox and login to Website using your certificate

CCECMWEF
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Web2013 project - Overview

ﬁCMWF is redeveloping\

its website in order to:

CCECMWF

that spans ento another line or two

e Better reflect the
status of ECMWF;

* Improve the overall
usability of the
website;

 Improve the
relevance, quality
and accessibility of
content;

e  Provide enhanced
functionality;

e Make it easier to
maintain and
develop.

Media centre Publications

/ 0 Eurppean Centre for Medlum-Range Weather Forecasts  Site map

Item1 Item2

World leader in global medium-range numerical weather forecasting

Stream 1

Some text that is about
subject of this panel that
spans a number of lines
and explains what

ECMWF daes concerning
it.

Stream 2

Stream 3

Stream 4

Copernicus Events/training courses

Item3 Item4 ItemS5

Login

B
o

General public

Forecasters

Companies

Researchers

Institutions

Press

A A A Al A A

] fléRY )
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Web2013 — Changes and release

Key changes / Release strategy \

* Drupal web content management system * All key areas migrated in January

* New web design and content organization * Early access later in April

e New Apache SOLR web search e Maintain old site for one year

e Enhanced charts (ecCharts Django code) e Some areas live on old site at release
* Revised and updated web content e Migrate remaining areas after release
* Simplified registration and login * Maintain links between new and old
e Removal of Your Room functionality
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- - About Us Products Services Research Publications News&Events
rerview Ferecasis Computing Vadelig Hewslelers  Caencr
Tk Onghere  CvderDan  avcwe Resahis  Marus Erpoyment
Wids L ke s Comvftees  Cvder Safware  FiefS Seazonal Ly Open Tencers
e a r S I I S " S
Deterministic forecast
[ inistic forecast +

Browsable charts equivalent to current site S
All current charts will be migrated

Increased interactivity not as much as ecCharts

mmmmm

;

Supported chart downloads via http://api.ecmwf.int/

Technically based on Django (WREP) and Drupal

e Key changes:

- No Your Room facility =
_ L = ER
- Improved (different) navigation,

search and perma-linking

o
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Web2013 - Access Control changes

e Reduced number of login methods (authentication):
- Roaming password
- SSL user certificate
- Security token

e CAPTCHA will be used to avoid abuse of registration system

e An email address validation step will be required for all
registrations

e Public registration will be possible but will not provide enhanced
access

e Single sign-on across web sites
e No domain login (* Continue without registering”)

e Accounts may have enhanced access based on the domain from
which the registration occurs

e All user accounts manageable through EMS
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Web2013 - Login characteristics authorized domain

Retrieve Data .
Auth Browse Real-time Restricted
User Class Method MARS Real h-rt Computing
etho data Archived _ea charts Documents
Time
Self al
registered < v v “ | 4 | 4
Domain +
passward
F_ullyf Roaming )
registered | o oo v Vv Q "4 v
Token 1V 4 |V 4 3:.\> (V4 1V 4

KEY: W — Yes. u — Mo. ‘L';\B— Access given by Computing Representative

COM INTRO 2014: Terminal Introduction

If registered
from known
domain

CCECMWEF



Web2013 - Login characteristics other domain

Retrieve Data .
Auth Browse Realtime Restricted
User Class Method MARS Real 4 cha;rts Computing
data Archived _ea Documents
Time
Unregistered Mot applicable
Self As fully registered if from a No access if from an
registered known domain unknown domain
SWar
Fully Roaming
registered password | 4 | 4 Y ' Q@ V"
Taken V" |V 4 L\> Vv L\> Vv

KEY: %W — Yes. x — Mo, ‘L'V'Q’— Access given by Computing Representative.

COM INTRO 2014: Terminal Introduction

CCECMWEF



Sources of information
e Service status

On www.ecmwf.int: Services > Computing > System status or

http://www.ecmwf.int/services/computing/status/
less /etc/motd

® man/xman

print entries from on-line reference manuals

find man page entries by keyword

beware - different parameter options on different systems

man man will show what options are available

not all commands will have man pages on all systems (e.g. HPCF)

e FAXes

sent to TAC Reps, Met. Contact points and Computing Representatives

e www.ecmwf.int
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Software Support

e Effort to improve
th e S u p po rt Space Directory - ECMWF Confluence Wiki

< O 2| |0 + | X |hups@ software.ecmwf.int © o

ECMWF

provides to MS ... birectory
for its software

k All Spaces Site Spaces Filter
aCkages Sites
p g paces Space Description Categories
Personal Spaces
- - ) @ ecFlow ecFlow is a work flow package that enables userstorun a package- ®
. D e d I C ate d fl rSt Archived Spaces large number of programs (with dependencies on each other publc

and on time) in a controlled environment. It provides
CATEGORIES )
reasonable tolerance for hardware and software failures,

I I n e Of S u p p O rt ) Package combined with good restart capabilities.
i ssuye Package-public e ECMWF Web AP| Eﬁﬁl‘iige‘ ®

Project

m an ag e m e nt , Project-external

Project-public

b i n ary Section-team -_ﬂ;a'_ GEOWOW — = ®

public
Teams

p aC kag eS y Gé=  GRIB-API The ECMWF GRIB AP is an application program interface package-| @

accessible from C and FORTRAN programs developed for pablie

m Od e rated encoding and decoding WMO FM-92 GRIB edition 1 and
edition 2 messages.

EMOSLIB The EMOSLIB library includes Interpolation software and package-| @
GRIB, BUFR, CREX encoding/decoding routines UL

fo ru m S etC 9 LDAS Land Data Assimilation System project ®
’ n
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Who to contact

e CallDesk (24nh/7d) calldesk@ecmwf.int

- connectivity problems, token problems
- suspected fault

- operational query

e Software Support software.support@ecmwf.int
- any suggestions for improvements or bug reports with any

ECMWEF software package

e User Support (office hours) advisory@ecmwf.int

- advice on any aspect of the use of ECMWF computers

CCECMWEF
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Who to contact

e Data & Software Services (office hours)

- Changes in dissemination
requirements: data.services@ecmwf.int

- Software request: software.services@ecmwf.int

e Member State Computing Representative (office hours)

- registration / administration

- ECMWEF software installed locally
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Contact detalls

e Phone/fax:

Individuals: +44 (0) 118 9499 XXX

Switchboard: +44 (0) 118 9499 000

Telephone numbers of contact can all be found on the web
Fax: +44 (0) 118 9869450

e Individual e-mail address Firstinitial.Lastname@ecmwf.int
J-N.Name-Name@ecmwf.int

e Postal address User Support (or Call Desk)
ECMWF
Shinfield Park
Reading
RG2 9AX
United Kingdom
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