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1 INTRODUCTION

This guide is intended for the person who is to perform the
administrative task of installing and/or maintaining the ECaccess
software.

ECaccess is a framework for batch and interactive access to ECMWF
computing and archiving facilities for Member State and other
ECMWEF users. The ECaccess software includes the ECaccess
gateway (for UNIX and Windows platforms) and the ECaccess tools
(for UNIX platforms). ECaccess tools are a set of command to run
from within scripts.

Accessis currently available via the Internet, the RMDCN and Leased
Lines.

This guide contains five chapters (including this introduction)
describing concepts and procedures for installing and/or maintaining
both the ECaccess gateway and the ECaccess tools.

Throughout the guide, the terms “gateway” and “ECaccess gateway”
and “tools” and “ECaccess tools” are used interchangeably.

1.1 Getting started

Refer to the following chapters to help you start using the gateway:

= Chapter 2: describes the ECaccess global architecture, focusing
on the gateway (the batch authentication mechanism, the file
transfer mechanism and so on).

= Chapter 3: describes how to get, install and set-up either the
gateway or the tools distribution.

1.2 Running the gateway

Refer to the following chapters for how to run the gateway in a
production environment:

= Chapter 4: describes how to start and test the gateway.

= Chapter 5: describes the security network regquirements.

Version 3.1.0

page 5/47



2 ECACCESS ARCHITECTURE

The ECaccess software allows Member State! and other ECMWF
users batch and interactive access to the ECMWF computing and
archiving facilities. The following diagram corresponds to the global
architecture of ECaccess:
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Member State users can access Ecgate facilities through ECaccess
components:
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The components are:

» The ECaccess clients: Member State users can access the gateway
interactively using an FTP client, a telnet client or a browser and
using the set of ECaccesstools.

» The ECaccess gateways. al Member State users can access
ECMWEF computing and archiving facilities through a gateway.
Full ECaccess functionality requires a gateway to be installed at
the Member State. If this is not (yet) the case, limited
functionality is available on the ECMWF gateway.

1 n the followi ng, Member State includes Cooperating States.
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The ECaccess Server: all gateways are connected to this server. It
provides technical and high-level services to the gateway,
allowing generic access to computing and archiving facilities at
ECMWEF (through “Ecgate”).

The Ecgate server: includes services such as LoadLeveler, ECFS,
HOME and SCRATCH.

The ECaccess software includes the gateway and a set of commands
to access the gateway from within scripts: the ECaccesstools.

The following sections describe the internal architecture of the
gateway, the “eccert” mechanism used by the tools to authenticate
Member State users, the “ectrans” mechanism used to transfer files
from ECMWF to Member State servers and workstations and, finally,
the ECaccess Server internal architecture.

2.1 ECaccess gateway

The gateway has been designed using a multi-tier approach. The
following picture represents the internal organisation of the gateway,
the three tiers and the links between them:

FTP plugin J Telnet plugin J HTTP/S plugin J Connector plugin
fat ECtrans| Socket
Y
Appllcatl.on ‘ I : I : I : File Con-
tier Transfer| nector
Plugin Container
PN
I I I I ]
I I I I ]
Authentication Data access Job management | Technical services Cache
) (SecurlD & X509 )| (including ECFS) | (submit & monitor) (config, log) management
Service T : T \‘ T : T
tier

Gateway Runtime ‘

Communication
tier

Data channel Command channel
to ECaccess Server to ECaccess Server

Thetiers of the gateway are:

The applications tier: plugins act on requests/responses passing
through the gateway (activated and managed by the plugin
container) and the “ectrans” file transfer module waits for

incoming transfer requests from the “ectrans” command (started
at ECMWEF).

The services tier: the gateway provides a wide range of services
(API) to the application tier. They are implemented and executed
by the gateway runtime.

Version 3.1.0
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*  The communication tier: the gateway runtime communicates with
the ECaccess Server using a secure channel for commands and a
secure channel for data transfers. A call-back module also waits
for notifications from the ECaccess Server (such as “ectrans”
notifications).

The gateway runtime module is the “kernel” of the gateway, and is
responsible for the applications management: for example, if the
communication tier fails to connect to the ECaccess Server or loses a
connection, the affected application instance will run in a degraded
mode, waiting for the connection to be re-established. Clients trying
to connect to applications (such as the FTP plugin) will then be
rejected or delayed, depending on whether the connection can be re-
established quickly or not.

The gateway runtime module also handles call back management: if
the ECaccess Server needs to return data or activate a specific
application (such as the “ectrans” module), the gateway runtime
module will notify the application and link it to the ECaccess Server.

2.2 ECaccess Server

Like the gateway, the ECaccess Server has been designed using a
multi-tier approach. The following picture represents the internal
organisation of the ECaccess Server, the three tiers and the links
between them:

Files ‘ Jobs/Queues ‘ Authentification ECtrans ‘ Gateway
| |
EJB Container
[
[ I | I |
Technical services Socket
ECproxy ‘ ECcmd ‘ DataSpace (config, log) S .
\ I ‘| I ]
JBoss Runtime
Channel to ECcmd Channel to
Server on Ecgatel ECproxy Server

The ECaccess Server includes built-in mechanisms (based on Java
and SSL) to authenticate gateways and to provide a secure framework
for remote access to Ecgate services from any plugins (from any

gateway).

Thetiers of the ECaccess Server are;
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» The applications tier: the EJB (Enterprise Java Bean) container
manages stateful session beans, which are gateways dedicated
modules: the Gateway module is used to manage and to monitor
all the connected gateways. The Authentication module allows
Member State users to authenticate through the gateway. The
Jobs/Queues module provides functionalities to submit and
monitor jobs submissions, and the File module provides
functionalities to allow data transfers between the gateways and
ECMWEF.

* The services tier: the ECaccess Server provides a wide range of
services (API) to the application tier. They are implemented as
statel ess session beans and executed by the kernel.

= The communication tier: the ECaccess Server communicates with
the ECCMD Server and organizes the communications between
the gateways and the ECproxy server (for data transfers).

The ECaccess Server is an Application Server (AS).

2.3 Service request

ECaccess is implemented using a client-server model. The gateway
runs on the Member State side, while the ECaccess Server runs on the

ECMWEF side:
Gateway S ECAccess Server S Ecgatel
0S/JVM S OS/JVM S 0OS/IVM
Container |_ Container Driver L ECCMD
— - o
JSSE o OpenssL openssL | | | JSSE
— [
| i ‘
mascvy |, ! JAAS (SLM) | 1
o o
L | > Security ‘ |
Gi Ecgatel - | Ecgatel
Ri;et‘llvn?g ), ‘ | 7 ” C?‘Z\'im @ [ ‘ @
! J e Servi ‘ |
e S -=¢‘ - el
| nent / Service
‘ | Compo-
nent / Servi
I z;\:;)czi
’_r._’r/ nent

The 6 steps for aplugin (within a gateway) to activate a service on the
ECaccess Server side (and its corresponding Ecgate service) are:

a) The plugin (e.g. plugin X) accepts a connection from a Member
State user (either from a FTP, HTTP/S or Telnet client): arequest
is sent to the gateway runtime.

b) The request is forwarded to the ECaccess Server command
component to authenticate the Member State user and to activate
the requested service on “Ecgate”.
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d)

€)

f)

The ECaccess Server command component checks the Member
State user identity calling the Security Component: the Ecgate
driver is used to access the ECaccess Certificate Authority. If the
Member State user is authorized to access the service requested, a
token is created and returned to the Command component.

The token is used by the Command component to activate the
requested Service component: the Service component obtains the
Member State user identity (and associated parameters) directly
through the Security Component using the token.

The Command component returns the token (a reference of the
running Service Component on the ECaccess Server) to the
gateway runtime: a copy of the token is kept by the gateway to
monitor and manage (in case of network issues for example) all
open sessions between its plugins and the ECaccess Server.

The gateway runtime informs the plugin of the success of its
request, providing the token. The plugin uses the token to connect
to the target Service Component and to deal with its user request.

2.4 ECcert authentication

Temporary password

The “eccert” command can be used either to generate a temporary
password (to connect to the FTP plugin), or to create a secure
connection to Ecgate (bound to a temporary socket server running on
arandom port of the gateway) using an ECaccess certificate.

The “eccert” command is used to login from a standard FTP client,
using both the ECMWEF user identifier and the temporary password
(which can be used only once and for a short period of time).

Batch authentication uses the following mechanism:

Member State Script

a

"eccert" command ‘ ‘ FTP client
(a)w‘? Z‘A (b) (© (d)
HTTP/S plugin ‘ ‘ FTP plugin

ECAccess Gateway

The script calls the “eccert” command. The “eccert” command
reads the certificate from the user directory and sends it using
SSL to the HTTP/S plugin.
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b. The HTTP/S plugin checks the certificate using the gateway
authentication mechanism. If the certificate is valid, a temporary
password is created and returned to the “eccert” command, which
writes it to its standard output and exits.

c. The script cals the FTP client providing the user-id and the
temporary password. The FTP client connects to the FTP plugin
using the temporary password.

d. The FTP plugin checks the gateway has issued this temporary
password for the user-id provided. The FTP plugin accepts the
connection. The script can now use the current FTP connection to
process his requests.

The ECaccess tools use this mechanism to authenticate the Member
State user. However, the Member State user needs to create his
ECaccess certificate beforehand.

A certificate is created from an ECMWF user identifier and a
passcode (using a SecurID card). The certificate is saved in the user’s
home directory and read when necessary by “eccert”.

Socket connector

The “eccert” command is used to access from any Member State
client application to the corresponding server running at ECMWF on
“Ecgate” (the temporary socket server accepts only one connection on
arandom port for a short period of time).

The following diagram explains the mechanism used:

Member State User

"eccert" command ‘ ‘ MS Client Application
@) W A (b) © )
HTTP/S plugin ‘ ‘ Temporary Socket Server

ECAccess Gateway

a. The Member State user calls the “eccert” command providing the
name of the server he wants to access on “Ecgate” (using the “-
tunnel” option). The “eccert” command reads the certificate from
the user directory and sends both the certificate and the service
name using SSL to the HTTPS plugin.

b. The HTTPS plugin checks the certificate using the gateway
authentication mechanism. If the certificate is valid, a temporary
socket server is created and the random port (and the authorized
user-id) is returned to the “eccert” command, which writes it to its
standard output and exits.
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c. The Member State user calls the client application providing the
user-id and the target port. The client application connects to the
temporary socket server.

d. The gateway accepts the connection, opens the requested service
on “ecgate” and plugs the client socket to the server application
socket (it is verified that the system used by the user running the
“eccert” command has the same IP address as the user running the
client application). The client application can now use the
connection, using its own protocol.

2.5 ECtrans file transfers

The “ectrans” command is provided for Member State users who log
into their shell account at ECMWF-. Its purpose is to submit alocal or
remote target file to the secure file transfer feature of the ECaccess
Server.

For such a transfer, the ECaccess Server contacts the gateway that
accesses the required file system:

”””” file:// T
MS Server Zg::‘fve:: |
s (Member State) |
the gateway !

Shared File System ftp:// MS

Workstation

MS |
Workstation

MS
Server

The gateway receives the file transfer request from the ECaccess
Server. This request includes an identifier in the format
msuser @destination.

The gateway uses its database to map the specified destination to an
“ectrans” association. This association includes the end location for
the transfer (where the file is to be retrieved from or stored), the
protocol used to access this end location and some protocol-specific
options (e.g. ftp timeouts, use of temporary files, etc). The gateway
then checks if the specified (local) msuser is authorized to access this
association and perform the transfer.

Access protocols already provided with the gateway software are:

» FILE: access will be to the file system of the gateway Member
State server: this file system can be shared with other servers or
workstations using mechanisms such as NFS or SAMBA. The
URL includes the full path of the directory to be accessed.

Version 3.1.0
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= FTP, FTPS or SFTP: access will be to a Member State
workstation or server running a standard FTP, FTPS or SFTP
standard server. The URL includes the login parameters (user-id
and password) and the path of the directory to be accessed. Other
protocol specific options can be provided through the association.

= EXEC: files can be stored (but not retrieved) on the file system of
the Member State server running the gateway with a temporary
name; renamed upon transfer completion to its intended name; a
script is then started to process the new file.

Additional access protocols can be made available by the Member
States. That will require development of in-house “ectrans” modules.
These need to implement the same Java interface as the modules for
the FTP, FILE and EXEC protocols described above.
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3 ECACCESS INSTALLATION

ECaccess includes three packages:

» The ECaccess tools package: must be installed on each host from
where ms users want to start Shell commands, or on a common
file system.

» The ECaccess gateway package: must be installed on a secured
platform (see the security requirements to decide on which
platform the gateway should be installed).

» The ECaccess admin package: to alow remote administration of
the gateway (only if the gateway package isinstalled).

Installing the tools package is mandatory. Installing the gateway
package is optional, since you can use the ECMWF gateway.

However it is highly recommended to install the ECaccess gateway,
since certain features (secure file transfer, secure tunnel to ECMWF,
secure authentication, lower resource usage and web memory cache)
are not available when using the ECMWF gateway.

3.1 Condition of use

Please note that the software includes RSA encryption routines. The
RSA encryption is used to ensure the integrity of the data and the
authenticity of any request.

Your country may have import restrictions on encryption software.
However, please take note of Article 5 of the "PROTOCOL ON THE
PRIVILEGES AND IMMUNITIES OF THE EUROPEAN CENTRE
FOR MEDIUM-RANGE WEATHER FORECASTS":

"Goods imported or exported by the Centre and strictly necessary for
the exercise of its official activities shall be exempt from ... Such
goods shall aso be exempt from all prohibitions and restrictions on
import and export.”

New versions of the ECaccess software may from time to time
become available. These new versions may provide new features or
fixes to software problems. Due to the Client-Server nature of the
software a software protocol, which may have to be changed at some
timein the future, isinvolved.
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3.2 Downloading the packages

Three packages are available as gunzip and zip compressed files for
downloading from “http://www.ecmwf.int/services/ecaccess”: the
ECaccess tools package, the ECaccess gateway package and the
ECaccess admin package:

»  ecaccess-tools-v<version>.tar.gz
*  ecaccess-gateway-v<version>.tar.gz

= ecaccess-admin-v<version>.tar.gz

3.3 Installing the ECaccess Shell command tools

The tools do not need to be installed as “root”. They just need to be
accessible (with read and execute privileges) to Member State users
who wish to use the Shell commands. It ispossible to install the tools
on afile system shared by various platforms.

Directory structure

Assuming the compressed tools package has been downloaded into
the appropriate directory (<software-dir>), the following (Bourne
shell) commands would install the tools and would make them
availableto all users:

#>cd <sof tware-dir>; versi on=<ver si on>
#>gunzi p ecaccess-tool s-v$version.tar. gz
#>tar —xvf ecaccess-t ool s-v$version.tar

#>cd ecaccess-v$versi on/ cli ent

#>chnod a+rx .. */. */eccert tool s/.ecaccess

The “<software-dir>/ecaccess-v<version>/client” directory contains
three subdirectories:

Name Content

€ecsrc

Contains the “eccert” source.

ecbin

Contains a subdirectory for each supported UNIX platform. These
include an “eccert” binary (AIX, HP-UX, SunOS, IRIX/64, Linux).

tools

Contains the main “.ecaccess” script and a symbolic link for each Shell
command.

The “.ecaccess” script will invoke the appropriate “eccert” binary
(using “uname”, e.g. “ecbin/AlX/eccert”).
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Currently, “eccert” binaries are available for AIX, HP-UX, SunOS,
IRIX/64 and Linux, but can be compiled for other platforms from the
source (ecsrc/eccert.c). However, “eccert” is linked with the “openssl”
libraries. If you need to compile “eccert” for a new operating system
and these libraries are not aready instaled, they can be found at
http://www.openssl.org/ for avariety of operating systems.

Tools customization

The “.ecaccess” script needs to be updated with the full path of the
ECaccess home directory. Edit the script “.ecaccess” in the directory
“ecaccess-v<version>/client/tools”, and set the ECACCESS _HOME
parameter:

|_EO°CIESS_I—CNE={f ul | - pat h-t o- ecaccess-di r ect or y}

The following parameters also needs to be updated:

= ECHOST: this is the full Internet name (eg.
“ecaccess.meteo.ms”) of the gateway host (needs to match the
“hostname” parameter in the “Login” group of the gateway
configuration file).

= ECFTPPORT: this is the FTP port of the gateway (needs to
match the “ftp” parameter in the “Ports” group of the gateway
configuration file).

= ECCERTPORT: thisisthe HTTPS port of the gateway (needs to
match the “https” parameter in the “Ports” group of the gateway
configuration file).

To avoid errors due to incorrect PATH but taking into account that
several hosts may share the tools, you may wish to set the full path of
all the commands used from the “.ecaccess” script:

avwk={f ul | - pat h-t o- t he- ank- cormand}
basenane={f ul | - pat h-t o- t he- basenane- cormand}
cut ={ful | - pat h-t o- t he- cut - coomand}

echo={f ul | - pat h-t o-t he- echo- cormand}
ftp={full-path-to-the-ftp-command}

grep={ful | - pat h-t o-t he- gr ep- coomand}

| n={full - pat h-to-t he- | n- command}

sed={ful | - pat h-t o- t he- sed- cormand}

unane={f ul | - pat h- t o- t he- unane- cormand}

whi ch={f ul | - pat h-t o-t he- whi ch- conmand}

User environment

Member State users, who wish to use these tools, should be advised to
add the “<software-dir>/ecaccess-v<version>/client/tools” directory
to their PATH environment variable.
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3.4 Installing the gateway
In a UNIX environment, the gateway must only be installed and
started as “root” if the HTTP/S, FTP and telnet server needs to be
used on privileged ports (such as standard ports 80, 443, 21 and 23).
Otherwise, a special user-id can be created for the gateway.

All the following operations should be performed from the account of
the selected user installing the gateway.

Directory structure

To extract the gateway package in a UNIX environment:

#>gunzi p ecaccess- gat eway- v<ver si on>.tar. gz
#>tar —xvf ecaccess-gat eway-v<versi on>.tar

This command must be started from the directory where the gateway
isto beinstalled.

To extract the gateway package in a Windows environment, use the
“winzip” application.

The directory structure of “ecaccess-v<version>/gateway” is:

Name Content

bin | Commands to start and stop the gateway.

conf | ECaccess configuration files.

db | ECaccess database files.

dist | ECaccess distribution files.

ectrans | Root directory for secure file transfers with the
genericFile destination.

htdocs | Root directory for the HTTP/S plugin (web resources).

lib | ECaccess gateway and plugins libraries.

log | Logfiles.

sgl | ECaccess sql files for the database.

tmp | Temporary files.

unimars | Configuration files for the unimars plugin.

xd | Configuration files for the HTTP/S plugin.

The “ectrans” directory is the default directory used by the
“genericFile” destination to save files on the local machine. The log
directory is used by the gateway to trace runtime information. The
temporary directory is used for small files created and managed by the
gateway runtime for itsinternal use.
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To use “ectrans” for keeping files retrieved from ECMWF on the
server running the gateway, it is recommended to mount the “ectrans”
directory to a separate partition with free disk space. It is also possible
to export this directory as a NFS directory to allow access from
different systems.

Gateway

environment

The gateway is a Java application, so Java needs to be installed and
the “java” command must be available in the PATH of the user
running the gateway (the gateway currently requires Java version
1.4.2+ on either aUNIX or aWindows platform).

The gateway start-up script needs to be updated with the full path of
the ECaccess home directory.

UNIX

For a UNIX operating system, edit the script “gateway” in the
directory  “ecaccess-v<version>/gateway/bin”, and set the
ECACCESS HOME parameter (and optionaly the JAVA_OPTS
parameter if you need to pass specific parameters to your Java Virtual

Machine - VM):
ECACCESS HOME={f ul | - pat h-t 0- ecaccess- di r ect or y}
JAVA CPTS=

Optionally, you can also set the full path of all the commands used by
the “gateway” script:

java={ful | - pat h-t o-t he- j ava- command}
echo={f ul | - pat h-t o- t he- echo- coomand}
egrep={ful | - pat h-t o-t he- egr ep- coomand}
kill={full-path-to-the-kill-comand}
rn={ f ul | - pat h-t o-t he- r m command}

sl eep={ful | - pat h-t o-t he- sl eep- cormand}
cat={ful | - pat h-t o-t he- cat - coomand}
ps={ful | - pat h-t o-t he- ps- conmand}
nohup={f ul | - pat h- t o- t he- nohup- comrmand}
unane={f ul | - pat h-t o-t he- unane- cormand}
find={full-path-to-the-find-command}

These settings avoid errors due to incorrect PATH.

Then you can change the default settings for the administration tools
by editing the configuration file “starter.properties” in the “ecaccess-
v<version>/gateway/conf” directory. You can change the
“starter.listenAddress/starter.port” (interface/port to listen to for the
administration Web server) and the “starter.user/starter.password”
(user and password to log to all the administration tools) parameters.

Windows

For Windows, export the ECACCESS HOME and JAVA_HOME
variables environment (and optionally the JAVA_OPTS parameter if
you need to pass specific parameters to your Java Virtual Machine -
VM).
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To set these values you can also edit the script “gateway.bat” in the
directory “ecaccess-v<version>\gateway\bin” and set (or uncomment)
the following lines:

set JAVA HOME={f ul | - pat h-t o-j ava- di r ect or y}
set ECAQCESS HOME={f ul | - pat h-t 0- ecaccess- di r ect or y}

Then you can update the “starter.properties” configuration file like
explained in the previous section.

Basic configuration

The genera configuration file of the gateway is located in the
“ecaccess-v<version>/gateway/conf”  directory. Its name is
“ecmwf.properties”.

Once started, the gateway will connect and authenticate to the
ECaccess Server. In order to perform this action, it is necessary to
obtain from ECMWF a gateway password and a gateway certificate
(consult the “http://www.ecmwf.int/services/ecaccess/login.jsp” page
for how to proceed).

The gateway certificate must be saved in the “ecaccess-
v<version>/gateway/conf” directory. Then, edit the “ecaccess-
v<version>/gateway/conf/ecmwf.properties” file and set the
“hostName” parameter with the Internet name of the host where the
gateway is installed (eg. ‘“ecaccess.meteo.ms”), and set the
“password” parameter with the gateway password returned by mail:

[ Logi n]
host Nane=ecaccess. net eo. ns
PassWor d=XXXXXXXX

Then, optionally you can setup the following parameters:

ecaccessSer ver =ecaccess. ecnw . i nt
|'i st enAddress=0.0.0.0
ext er nal Addr ess=${ Logi n[ host nane] }

The “ecaccessServer” parameter defines which ECaccess Server you
want to connect to. To connect to ECMWEF through the Internet, use
“ecaccess.ecmwf.int”. To switch to the RMDCN network, change it to
“msaccess.ecmwf.int”.

The “externalAddress” parameter make it possible to setup the
ECaccess plugins to listen to a specific network interface (this can be
useful if your system has more than one network interface and you
want to restrict access to one of these). You can also set it on a per
plugin basis by going through the “ecmwf.properties” file and
updating the “listenAddress” parameter of each plugin.

The “externalAddress” parameter allows specifying which address
should be used by the ECaccess Server to connect to your ECaccess
gateway (through the call back port defined below). This parameter
can be useful if you are doing NAT (Network Address Translation) on
your network.

Then, you can set up the port parameters:

[Ports]
ft p=0021
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ht t p=9080

ht t ps=9443

t el net =9023
ssh=9022

cal | Back=9000
uni mar s=9108
dat abase=9090

The HTTP/S, ftp, ssh and telnet servers are probably aready running
on the system. If the above settings are modified to use standard ports
(80, 443, 21, 22 and 23), don’t forget to first stop the existing
HTTP/S, ftp, ssh and telnet applications. Otherwise, the gateway
plugins won’t be allowed to bind these ports.

Note that SSL is only used to secure the login process. Once
authenticated, you will be redirected to the HTTP server. However, if
you don’t want to use the HTTP server and want all exchanges
between the server and the browser to be secured (not only
authentication), comment the “http” parameter:

|#ht t p=9080

This way, all exchanges between browsers and the HTTP server will
be encrypted.

The data channel between ECaccess and ECMWF (which is used for
data transfers and interactive sessions with ssh or telnet) is secured by
an SSL connection. The algorithm used to encrypt the connection can
be configured with the following parameter:

[ ProxySocket |
ci pher Sui t es=SSL. RSA WTH NULL_MX®B

By default SSL is used to authenticate (exchange of certificates) and
then a MD5 data integrity check is applied to connection. If you want
full encryption of all the traffic through the data channel change this
parameter to “SSL RSA WITH_RC4 128 SHA™.

Finaly, you may want to update the content of the text files used
respectively by the telnet server (in the gateway/conf/telnet directory),
the FTP server (in the gateway/conf/ftp directory) and the ssh server
(in the gateway/conf/ssh directory) to display various user messages
(during login, help, etc.).

Database

configuration

The gateway includes an embedded database engine: HSQLDB is a
relational database supporting a subset of ANSI-92 SQL. In some case
it may be useful to couple the ECaccess gateway with an external
database (e.g. to centralize the administration).

Database mode

The ECaccess database mode (SERVER, INTERNAL or
EXTERNAL) is configured in the “DataBase” group of the
“ecmwf.properties” configuration file.
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Server mode

By default, the ECaccess embedded database is started internally (not
asaserver and it is therefore not accessible from the outside):

[ Dat aBase]

reposi t or y=${ ecnwf . di r }/ gat enay/ sq|

dri ver=org. hsql db. j docDri ver

| evel =2. 0

pr ot ocol = dbc

subPr ot ocol =hsqgl db

#ser ver =hsql db: // ${ Logi n[ host Nane] } : ${ Por t s[ dat abase] }
al i as=${ecnwf . di r}/ gat eway/ db/ ecaccess
user =sa

passwor d=

| ogEC r ans=f al se

| ogEvent s=true

pur ge=120

If the “logECtrans” parameter is set to “true” it will activate the
record of the ECtrans transfers in the database (this information can
be later used to monitor the transfer rates, frequency and total of
transfers per user using the database monitoring tool). The
“logEvents” parameter record the actions performed by each user on
the Gateway (this information is then accessible by the users
themselves through the Web interface).

If you want the gateway to act as a database SERVER, then
uncomment the “server” parameter.

I nternal mode

The ECaccess embedded database is started internally and is not
accessible externally (not even by the database manager). To
configure the database gateway in the INTERNAL mode, leave the
“server” parameter commented out:

#ser ver =hsql db: // ${ Logi n[ host Nane] } : ${ Por t s[ dat abase] }

External mode

The ECaccess gateway uses an external database. ECaccess has been
designed to seamlesdly integrate with other relational databases that
provide JDBC support. ECaccess uses only JDBC 1.0 API calls and
an SQL subset to avoid problems with limitations of several JDBC
drivers.

A typical setting to configure the ECaccess gateway to use an
EXTERNAL DB2 database would be:

[ Dat aBase]

dbns=Ch2
dri ver=QM i bm db2. j dbc. app. DB2Dx i ver

subPr ot ocol =db2

al i as=//[ host nane] : [ port]/[ dat abase nane]
user =user

passwor d=passwor d
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To specify the platform of the target RDBMS, the “dbms” parameter
needs to be added. Its value must be one of: Hsgldb, Db2, Informix,
MsAccess, MsSQL Server, MySQL, Oracle, PostgreSQL, Sybase or
Sapdb.

The appropriate value for the “alias” parameter should be available in
the target RDBMS documentation. The JDBC driver class named in
the “driver” parameter must be available in one of the Java Archive
files (JAR) in the “gateway/lib/ext” directory.

The ECaccess gateway requires several interna tables in the target
RDBMS. These are created by the “admin/sql/dbcreate.sql” script as
shown in the appendix “Database diagram” (the ECaccess admin
package described in the next section).

If the execution of the script “dbcreate.sql” within the database fails,
then it is necessary to adjust the types for the database used. E.g., the
selected database may use the BOOLEAN type rather than the BIT
type (which is used by HSQLDB to represent Boolean values). These
adjustments must be done in “admin/sql/dbcreate.sql” and in the file
“gateway/conf/repository.xml”. Note that similar adjustements might
be required with the other “*.sql” files in the sql directory.

Note that the date and time format in the database need to be set to
“yyyy-MM-dd” and “HH:mm:ss”.
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3.5 Installing ECadmin

To start the database and log manager remotely from any platform,
ECaccess provides a package called ECadmin. Like the gateway,
ECadmin is a Java application and can therefore be started either on a
UNIX or Windows platform. This section explains how to install the
ECadmin package.

Note that using two different versions of Java for the gateway and the
administration tools may be an issue under certain circumstances.

The installation process described in this section must be repeated on
each workstation from which ECaccess administration tasks are to be
performed.

The ECadmin distribution is available within the ECaccess gateway
distribution. To extract the Ecadmin package in a UNIX environment:

#>gunzi p ecaccess- adni n-v<versi on>.tar. gz
#>tar —xvf ecaccess-adm n-v<version>.tar

This command must be started from the directory where ECadmin is
to beinstalled.

To extract the ECadmin package in a Windows environment, use the
“winzip” application.

The directory structure of “ecaccess-v<version>/ecadmin” is:

Name Content

bin | Commands to start and stop the database and log
managers.

conf | ECadmin configuration files.

lib | ECadmin libraries.

sgl | SQL scripts used by the database manager.

log | Log files.

tmp | Temporary files.

In order to use the ECadmin tools, the ECaccess database mode must
be configured as EXTERNAL or SERVER. It is also recommended to
set the “logECtrans” and “logEvents” parameters to “true” in the
“ecmwf.properties” file (see previous section).

UNIX

For a UNIX operating system, edit the script “ecadmin” in the
directory  “ecaccess-v<version>/admin/bin”, and set the
ECACCESS HOME parameter:

|ECAGCESS HOME={ f ul | - pat h- t 0- ecaccess- di r ect or y} |

Optionally, you can also set the full path of all the commands used by
the “gateway” script:
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j ava={ful | - pat h-t o-t he-j ava- cormand}
echo={f ul | - pat h-t o- t he- echo- cormand}
egrep={ful | - pat h-t o- t he- egr ep- coomand}
nohup={f ul | - pat h- t o- t he- nohup- comrmand}
find={full-path-to-the-find- coomand}

These settings avoid errors due to incorrect PATH.

Windows

For Windows, export the ECACCESS HOME and JAVA_HOME
environment variables (and optionally the JAVA_OPTS parameter if
you need to pass specific parameters to your Java Virtual Machine -
VM).

To set these values you can also edit the script “ecadmin.bat” in the
directory “ecaccess-v<version>\admin\bin” and set (or uncomment)
the following lines:

set JAVA HOME={f ul | - pat h-t o-j ava- di r ect or y}
set BCAQCESS HOME={f ul | - pat h-t 0- ecaccess- di r ect or y}
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4 STARTING AND TESTING

This chapter describes how to start the gateway, how to check it is
properly installed and that it is running.

The following section assumes the gateway is instaled and the
commands will be started using the gateway shell account (which can
be “root” or a specific user).

4.1 Starting the gateway

To start the gateway, go to the “ecaccess-v<version>/gateway/bin”
directory and run the following command:

|gatevay start |

To stop the gateway, run the following command:

|gat ewnay stop |

In generdl, it is preferable to automatically start and stop the gateway
daemon when the system is either started or stopped as shown in the
following sections with the UNIX and Windows procedures.

UNIX set-up

Simply copy the “gateway” script to your “init.d” directory and create
the symbolic links to the appropriate run levels. Examples for the
Linux Redhat and SUSE distribution are shown below.

All the following commands should be run from the shell account of
the “root” user.

Linux RedHat

For Linux Redhat use the following:

#>cp $ECACCESS HOMH gat eway/ bi n/ gateway /etc/rc.d/init.d/.
#>chnod u+x /etc/rc.d/init.d gat enay

And then use “chkconfig” to create symbolic links to appropriate run
levels (inthiscaselevels 2, 3, 4 and 5):

[#>chkconfig -l evel 2345 gateway on |

The ECaccess gateway will now restart every time the system is
rebooted.

Linux SUSE

For Linux SUSE use the following:

#>cp $ECAQCESS HOMH gat eway/ bi n/ gateway /etc/init.d/.
#>chnod u+x /etc/init.d/ gatenay
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And then manually create the symbolic start links (called when
entering a run level) and stop links (called when leaving a run level)
torunlevels2, 3,4 and 5:

#>n -s /etc/init.d/ gateway /etc/init.d/ rc2. d S22gat enay
#>n -s /etc/init.d/ gateway /etc/init.d/ rc2. d K22gat enay
#>n -s /etc/init.d/ gateway /etc/init.d/ rc3.d S22gat enay
#>n -s /etc/init.d/ gateway /etc/init.d/ rc3. d K22gat enay
#>n -s /etc/init.d/ gateway /etc/init.d/ rc4. d S22gat enay
#>n -s /etc/init.d/ gateway /etc/init.d/ rcd. d K22gat enay
#>n -s /etc/init.d/ gateway /etc/init.d/ rcb. d S22gat enay
#>n -s /etc/init.d/ gateway /etc/init.d/ rcb. d K22gat enay

Note the start and stop links include a number in their link name to
control the order of the service starts and stops. In this example the
service number is set to 22 but might be different for another system.

The ECaccess gateway will now restart every time the system is
rebooted.

Windows set-up

Before setting up the ECaccess gateway as a Windows service, you
need to ensure that the gateway has not been started aready. If
necessary, shut it down using the “stop” option of the “gateway”
script (as explained above).

To set up the ECaccess gateway as a Windows service and manage it
(start and stop) from the services application, run the following
command from the “ecaccess-v<version>/gateway/bin” directory:

lgat evay i nstal |

Then open the “Start” menu of Windows and select the “Run” option:

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

Cpen: | services.msd j

Enter “services.msc” and click the “OK” button. The services
application is started:
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Select the “ECaccess Service” in the list with the right button of your
mouth and select the “Start” option to start the ECaccess gateway:
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ECaccess Service

L

Cloze

The ECaccess gateway is now started and will restart every time the

system is rebooted.
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4.2 Administering the gateway

This requires the ECaccess gateway to have been started (procedure
explained in the previous section).

The ECaccess software provides a facility to administer the gateway
through a Web interface. To access the administration site, point a
Web browser to the following address:

= “http://[starter.listenAddress] :[starter.port] /”’

Where “starter.listenAddress” and “starter.port” can be found in the
“gateway/conf/starter.properties” configuration file). Note that by
default the “127.0.0.1” address is defined, which means that you can
access this web site only from the server itself (this requires having a
web browser installed on this system).

If you want to bind al the interfaces available on the server then
replace “127.0.0.1” by “0.0.0.0”.

You will be prompted for the admin “User Name” and “Password”,
which are by default “admin” and “admin” (same as the “user” and
“password” values in the “Admin” group of the “ecmwf.properties”
file).

Connect to silenus

J00E
Liser name:! [ﬁ gateway W |
Password: | sases |

[ 0] 4 ] [ Cancel ]

Then, the “Agent View” is displayed in the browser window:
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Each plugin administration interface can be accessed using its link in
the “ECPlugin” group. Common services of the ECaccess gateway
(and the gateway itself) can be accessed through the links in the
“ECaccess” group.

To ensure that the gateway is authenticated and registered at
ECMWEF, click the “GatewayServer” service of the “ECaccess” group
and check the MBean attributes “Connected” and “Registered”. They
should be both set to “true” indicating the gateway is logged into the
ECaccess server at ECMWF.

Then, click “Back to Agent View” and check each plugin status by
clicking on the corresponding link (eg. FtpPlugin_ftp,
HttpPlugin_http, TelnetPlugin_telnet, SshPlugin_ssh). The MBean
attribute “Status” should read “ON”.
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The Database
Manager

Each manageable component of ECaccess is called Mbean (for
Management Bean of the JMX specification). By browsing the
administration site it is possible to find the management interface of
each Mbean to read (and optionally write) their attribute values
(parameters) and perform predefined operations (such as start and
stop for the plugins).

Thereis also an MBean which is dedicated to the Database. This bean
display the main parameters related to the Database and also provide
an SQL interface through the “execUpdate” and “execeSelect”
buttons. It is possible to check for example the list of ECMWF users
defined in the Database by executing the following “execSelect”
request:

“select * from ECUSER”

The list of tables in the Database is provided in an Appendix of this
document.

Moreover, ECaccess also includes a database and a log manager for
administration of the ECaccess database (a compliant SQL database)
and to browse the log.

The Database Manager can be started from any workstation, on which
the ECaccess admin package has been installed. Run the following
command from the “ecaccess-v<version>/admin/bin” directory:

ecadm n st art - donanager

When prompted, provide the admin user and password (as specified in
the ‘“gateway/conf/starter.properties” script), the hostname of the
server running the ECaccess gateway and the port of the HTTPS
plugin (as specified in the “gateway/conf/ecmwf.properties” file).

A window (divided into three panes) will appear on the desktop:

» The left pane shows the tables and their fields as defined in the
database. To expand tables or fields, click the handle on the left.
Expanded fields show the type and whether null-values are
allowed.

= The upper right pane is an editable text area for SQL requests.
These can be initialised with the “File -> Open Script ...” menu
option, or the Activity, Maintenance or Ectrans menu options. The
“Execute” button on the right will initiate the request shown.

= The lower right pane will display the result of the SQL request
either as a table (“View -> Result as table”) or as text (“View ->
Result as text”). The result can be saved using the “File -> Save
result ...” option.
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The “Clear All” button in the icon bar will reset the request and result
panes.

The database manager can be used for administration of the database,
monitoring the activity of the gateway or managing the ECtrans
facility.

The Activity menu has two options:

» The “Service activity” option will generate and execute an SQL
request for showing the activity of a selected or all services. You
will be prompted for the names of the service to be monitored
(select “%” for all services), the maximum number of result lines
(default value set to 5000), the date to be monitored (in the format
“YYYY-MM-DD”) and the order of the result (by time).

» The “ECtrans activity” option will generate and execute an SQL
request for showing Ectrans transfers. You will be prompted for
the name of the Member State user to be monitored (enter “%” for
all Member State users), the date to be monitored (in the format
“YYYY-MM-DD”) and the order of the result (by time).

The ECtrans menu has several options (please note that the new
Gateway allow users to manage themselves their own associations,
therefore this menu is not useful unless you have already created
associations with previous releases of the Gateway and want to
continue maintaining them by yourself):
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The “New module” option: to declare a previously developed in-
house ECtrans module in the database. Y ou will be prompted for
the name (to be referred to by ECtrans destinations), the Java
class name (in the format “myPackage.MyModule”), the location
of the Java Archive file (JAR) containing the compiled (binary)
code (the variable “${ecmwf.dir}” can be used to specify a path
relative to the gateway installation directory) and the status
(enabled or disabled) of the module.

The ‘“New destination” option: to declare a new ECtrans
destination in the database. Y ou will be prompted for the name of
this destination (to be used in the “-remote msuser@destination”
ectrans command option), the name of the ECtrans module to be
associated with this destination (“genericFtp” and “genericFile”
are available by default), the URL (see the section “ECtrans
configuration” for more details) and the status (enabled or
disabled) of the destination.

The “New MS group” option: to create a new group of Member
State users. You will be prompted for the name, a comment (e.g.
“Project XXXXX”) and the status (enabled or disabled) of this

group.

The “New user association” option: to manually associate a
Member State user with an ECMWF user (normally this would be
done by the ECMWEF users themselves, using the ECaccess Web
interface). You will be prompted for the Member State user name
(which is a local login name), the ECMWF user name to be
associated with the Member State user, the hostname of the
Member State user workstation, the destination directory and a
comment. The password for this Member State user will not be set
and the Member State user will be disabled. The ECMWF user
will need to connect to the ECaccess Web site, set the password
and activate the Member State user before using it (note that the
password is stored encrypted in the database).

The “Remove module” option: to remove the declaration of an
ECtrans module and all its dependencies from the database
(ECtrans history and destinations). You will be prompted for the
name of the declaration.

The “Remove destination” option: to remove the declaration of an
ECtrans destination and all its dependencies from the database
(ECtrans history and destinations). You will be prompted for the
name of the declaration.

The “Remove MS group” option: to remove a Member State
group and all its dependencies from the database. You will be
prompted for the Member State group name.

The “Remove user association” option: to remove an ECMWF-
Member State user association and all its dependencies from the
database (ECtrans history). You will be prompted for the
ECMWF and the Member State user names.

The “MS group remove user” option: to remove a Member State
user from a Member State group. You will be prompted for the
Member State group name and the Member State user name.
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*  The “MS group add user” option: to add a Member State user to a
Member State group. You will be prompted for the Member State
group name and the Member State user name.

* The “Grant an MS group” option: to authorize a Member State
group to use a specific destination. You will be prompted for the
ECtrans destination name and the Member State group name.

* The “Grant an MS user” option: to authorize a Member State user
to use a specific destination. You will be prompted for the
ECtrans destination name and the Member State user name.

* The “Grant an EC user” option: to authorize an EC user to use a
specific destination. You will be prompted for the ECtrans
destination name and the ECMWF user names.

The Maintenance menu has four options:

» The “Create the database” option: to create the database from
scratch (create all the tables and indexes). A diagram of the
ECaccess database can be found in the appendix of this document.

* The “Init the database” option: to initialise the database with the
default ECtrans modules and destinations.

* The “Delete the database” option: to delete the content of all the
tables of the database (including the ECtrans set-up).

* The “Drop the database” option: to remove the database by
removing all the tables and indexes. Note that the ECaccess
gateway cannot run without the database.

All the options described above (in the “Activity”, “ECtrans” and
“Maintenance” menus) correspond to files located in the admin/sql
directory. When an option is selected, the SQL request found in the
corresponding option file is loaded by the database manager and
processed.

For example, the “ECtrans -> New module” option corresponds to the
following set of directives:

HH

#+ Menu opti ons
HH

#menu “ECtrans”
#name “New module”
#group “new”

#id “0”

#HH

#+t Pronpt for variabl es

#HH

#prompt “name; The name for the new ECtrans module;”
#prompt “class;The Java class name;myPackage.MyModule”
#prompt “archive;The JAR file including the class S$class”
#prompt “active;Activate the module S$name?;true|false”

#H#
## Qonfirnation
#H#
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The Log Manager

#confirm “Do you really want to create the module Sname?”

Ht
#+ The SQL request
Ht
| NSERT | NTO ECTRANS MIDULE
( EOM NAME, EQM ALASSE, ECM ARCH VE, EQM ACTI1 VE)
VALUES
(“Sname’ ,’ Sclass’,’ Sarchive’,’ Sactive’)

The “menu” directive associates an option with a menu; the “name”
directive labels this option; the “group” directive optionally specifies
a name used for grouping options with separation bars; and the “id”
directive defines the order in which the options appear in the menu.

The “prompt” directives describe the parameters. The argument of the
“prompt” directive is a list of two or three elements separated by
semicolons. The first element is the name of the parameter; the second
is the prompt to be displayed; and the third (optional) element is the
default for the parameter. A list of values is separated by “” can also
be provided which will restrict the user to select from thislist only.

The optional “confirm” directive will cause prompting for
confirmation before proceeding.

Finally, the request is built (substituting the parameters with the
specified values) and shown in the request pane of the window.

While the request is still displayed in the request pane, it is possible
(in case of an error) to edit the request and to restart the modified
request by clicking the “Execute” button. Successful requests are kept
and can be recalled using the “Recent” menu.

Using the mechanism described above, new menus and new options
can be added to the administration interface. Renewing the menus
requires restarting the administration interface: Use the File -> Exit
option and rerun “ecadmin start-dbmanager”.

Several database managers can be active at the same time.

The log manager can be started from any workstation, on which the
ECaccess admin package has been installed. Run the following
command from the “ecaccess-v<version>/admin/bin” directory:

ecadnin start - ognanager

When prompted, provide the admin user and password (as specified in
the “gateway/conf/starter.properties” script) and the hostname of the
server running the ECaccess gateway and the port of the HTTPS
plugin (as specified in the “gateway/conf/ecmwf.properties” file). The
following window will appear on the desktop:

The window is divided into three panes:
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= The left pane shows the application components of ECaccess
(including the external software modules of the ECaccess
application). To expand components click the handle on the left.
To activate login for a component (or a sub-component) just tick
the checkbox to the left of the component name. It is
recommended to tick only the “ecmwf” components, since the
other components cannot be managed (except for debugging).

» The upper right pane shows log entries for the selected
components. Entries are summarized in asingle line. The columns
to be displayed can be (un)ticked in the “View” menu.

= The lower right pane shows the details for a log entry selected
with the mouse in the upper right pane.

\S]ECaccess log manager - LogFactors -0 x|
File Edit Loglevel View Help

v |12 ~|  [G clear Log Tabi
3 Categﬂri: Level NDC Message
@ v ¥ & : E]] . [Command recemed. Bcadrml... -
§ v £ DEB.. |syi@27.0... Creating data socket 127.0.0.1:1342
ol
SIMFCD syi@ 270 [Transfer completed at 867 SKin 0 .
e DEB... |syi@ 27.0... Command received: QUIT
& v § _ . . -
. AIMFO |syigE 27.0.. | Closing control connection
e []%q 0
§§ DEE.. |syigg127.0...|Removing token 0000002565 ?
Diate: Tue Moy 19152910 PST 2002 (103774855
§§ 03549
“[Thread: Thread-20
§§ Message # 104
Alevel: IMFO
§§ MO syil 27.0.0.1
§§ Category:  ecrmwiclientfipn. RETR
§§ Message: Transfer completed at 567 .8k in 0 seconds
|(691 2Kisec)
§§ Location:  ecrmwf.clientfip RETR.=init={RETR java:110)
Throwen:
] [¥]
Displaying: 22 records out of a total of: 126 records. |

In the “Loglevel” menu the logging levels to be shown can be
(un)ticked. Also, with the “LogLevel -> Configure LogLevel Colours”
option, the colours to be used for each level can be configured (e.g.
red for fatal errors and green for info).

Log messages can also be diverted to other targets (files or syslog
daemons for example); for more information refer to chapter 4.5
“Checking the logs”.

Several log managers can be active at the same time.
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4.3 ECtrans configuration

This section is useful if you plan to develop and install your own
ECtrans transfer module, or if you have aready set-up ECtrans
associations in the past with the database manager and you still want
to manage these associations yourself (the new Gateway allow users
to manage themselves their own associations).

ECtrans uses three tables in the database: the ECTRANS MODULE
table contains pointers to the compiled (binary) module code; the
ECTRANS DESTINATION table protocol parameters;, and the
ECTRANS HISTORY table the ECtranstransfer history.

ECtrans destination

When declaring a new destination within the Database Manager
(option “ECtrans -> New destination”), one of the parameters
prompted for isa URL. The gateway uses it to determine the protocol -
specific options to be passed to the ECtrans module. The URL can
include the following referencesin its text:

= Member State user references: $msuser[name],
$msuser[comment], $msuser[dir], $msuser[host],
$msuser[passwd]. Member State users will need to provide
settings for one or more Member State users through the “ECtrans
set-up” facility of the WEB interface

» ECMWEF user references from the database: $ecuser[name],
$ecuserfuid],  $ecuser[gid],  $ecuser[dir],  $ecuser[shell],
$ecuser[comment].

= References to “ectrans” command options: $location is the
location directory specified within the “target” option (in the
format [location/]filename); $remote is the value of the “remote”
option (in the format msuser @destination).

#>ectrans —gat enay ecaccess. net eo. ns \
-renot e nsuser @estination \
—sour ce ./source-fil ename
-target [location/]filenanme

= A reference to Java system properties in the format
$VARIABLE NAME} or any other JAVA variable (set with
“-D[VARIABLE NAME]|=[variable]”) in the start-up script
“gateway/bin/gateway”, such as the FECaccess distribution
directory ${ ecmwf.dir}.

The destination table also includes the ECD RESTRICT and
ECD_RESOLVE fields. If ECD_RESTRICT is set to false then the
destination is made avalable to any ECMWF user; and if
ECD_RESOLVE is set to true, the path set in $location can include

(1]

..’ as a path element.

ECtrans
authorization
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Declared destinations can be authorized to either an ECMWF user
(and al its Member State users), or to a Member State user or to a
group of Member State users. These authorizations can be set up
through the “ECtrans” menu of the database manager.

ECtrans checks the ECD_MSU table if the Member State user is
authorized for the requested destination. Otherwise, ECtrans checks
the ECD_MSG table if the Member State user belongs to an
authorized Member State group or the ECD_ECU table if the
ECMWEF user, who has created the Member State user, is authorized.
If none of these checks grant access, the transfer is aborted.

Note that the first connection of an ECMWF user to the gateway
causes its registration in the database MSUSER table. From then on
any Member State user creation or authorization association will
referenceit.

Nevertheless, for ECMWF user not in the database yet, Member State
users can be created manually with the Web management interface,
service “ECUser” from the ECaccess group: in the MBean operations
section, provide the “ecuser” (ECMWF login) parameter in
“Description of importRegisteredUser” section and click the
“importRegisteredUser” button to import the ECMWF user
information into the database.

ECtrans modules

This section presents the ECtrans modules provided with the gateway
software and explains how to develop an in-house ECtrans module for
specific requirements.

The ECtrans modules provided with the gateway software are “file”,
“ftp”, “ftps”, “sftp” and “exec” (see also “2.5 ECtrans file transfers”).
The Jar file for these modules is “gateway/lib/ectrans/ectrans.jar”.

A new ECtrans module, which has been developed, must be declared
(this can be done with the database manager option “ECtrans -> New
module”). Subsequent declarations of ECtrans destinations can refer
to it (see “The Database Manager™).

Such a new ECtrans module must implement the same Java interface
as the “file”, “ftp”, “ftps”, “sftp” and “exec” modules. For the
development of a specific ECtrans module, a basic knowledge of the
Java devel opment language and a Java Development Kit are essential.

The following is the source code of the Java abstract class to be
extended by each ECtrans module:

package ecnwf.cormmon. ectrans;
inport java.io.lCException;..
public abstract class TransferMdul e {

publ i c abstract voi d connect (

Sring | ocation,

EQransSetup setup) throws Exception;
publ i ¢ voi d check(

| ong sent,
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S ring checksum) throws IOException { .. }
public abstract void close() throws | CException;
public abstract void del (Sring nane) throws | CException;
publ i c I nput S ream get (
Sring nane,
I ong size) throws | CExcepti on;
publ i ¢ Qut put St ream put (
Sring nang,
| ong posn,
I ong size) throws | CExcepti on;
public abstract |ong size(Sring nane) throws | CException;

.

The ECaccess gateway first calls the connect() method, then the size()
method if the resume or append option is used and then gets an output
stream through the put() method. Parameters provided to the put()
method are the name of the target file, the starting position within the
file and the expected size of the file. The gateway then writes, flushes
and closes the data stream through the close() method of the ECtrans
module (the check() method is also caled just before the closg()
method to allow additional checking). The del() method can be called
if the erase option has been selected.

Note that the get() method is called by the gateway if the “-get” option
is used in the “ectrans” command. In this case, the transfer direction is
from the gateway to ECMWF.

The source code for the “ftp”, “ftps”, “sftp”, “file” and “exec”
modules can be found in the “ectrans.jar” archive.

Suppose you want to develop a new ECtrans module called
“MyModule”. First you have to provide the implementation of the
module (in the “MyModule.java” file) and then compile the module:

#> avac —cl asspat h $ECACCESS HOMH gat eway/ | i b/ ext/ gat eway. j ar \
ecnwf / cormon/ ect r ans/ nodul e/ M/Mbdul e. | ava

Then add to the archive file the new ECtrans module;

#> ar -uvf $ECACCESS HOME gat eway/ | i b/ ectrans/ ectrans. jar \
ecnwf / cormon/ ect r ans/ nodul e/ M/Mbdul e

It is not necessary to restart the gateway.

Note that if the new module implementation needs extra libraries, they
must be either added to the “gateway/lib/ext” directory or added to the
module archive file path. When libraries are added to the
“gateway/lib/ext” directory they are not automatically reloaded.
Changes to these libraries require a gateway restart. The gateway log
feature is based on the “log4j” Java package. This package allows the
modul e to record messages in the log file. For more information about
these logging facilities, see section “4.5 Checking the logs” or refer to
http://j akarta.apache.org/log4j/docs.
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4.4 Checking the gateway

The gateway consists of a set of services. The gateway is running fine
if all services are functional.

The first section shows how to monitor FTP, HTTP/S and telnet
servers. The second section shows how to check the “ectrans” module
configuration.

Control servers

In order to avoid local network issues, all the following procedures
should be started from the gateway server.

If the gateway services can be reached from the local host but not
from adistant host, first check that there are no firewalls involved.

To test the ECaccess batch tools, which use the ECaccess FTP and
HTTPS services, create an ECaccess certificate:

#>eccert -verbose

echost : ecaccess. net eo. ns
ecport: 9443

eccert: /hone/ xyz/.eccert.crt
Certificate request

EQOWF¥ user identifier: xyz
Passcode fromyour SecurlD card:
Certificate saved (855 byt es)

The verbose mode shows the HTTP/S server running on
“ecaccess.meteo.ms” has been contacted on port “9443”, the
certificate request has been sent and a new certificate has been
received (and saved).

Then try an “ec” command such as “ecls”:

#>ecl s | ocal
HP- UX

C5F1

UnCs

#>

If you don’t get the expected result, check the environment parameters
(described in the section 5.1 of the “ECaccess User’s Manual”).
Alternatively refer to the last section of this chapter to read the
gateway logs.

To test the telnet server, just try logging in with atelnet command:

|#>t el net ecaccess. net eo. ns 9023

The following is the expected resullt:

Aut hori zed access onl y.
khkhkkkhkkhhkhkkhhhkkhdhhhhhhkhdhhkhhhkhdhhhddhhhdhhkhddkhdhikddxkx
For further infornati on, read the ECaccess

docunentation at:
-> http://ww ecnwf . i nt/servi ces/ ecaccess/

You can al so use ECaccess to | oad/ downl oad
files fromyour EChone, EGscratch or EXs
directories using the ECaccess FTP server:
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-> ftp://ui d@caccess. ecnw . i nt/

Wse your UD and the Securl D code to | ogin!
kkhkkkkkhkkkkhkkhkkkkkhhkkkhkkhhkhkkhkhkkhkhkkkhkkkhkhkkkhkkkkkkkkx*%
Tel net M ugi n v<versi on>
| ogi n: xyz
Passcode: XXXXXX

If you don’t get this kind of dialog, check the port. The port is
specified in the “ecmwf.properties” configuration file. If you still
don’t get the expected result, refer to the last section of this chapter
below to read the gateway logs.

Check ECtrans

The ECtrans configuration can be tested using the administration Web
interface, going to the “ECtrans” service in the “ECaccess” group.

First, to check whether the ECtrans feature is enabled, take a look at
the “Activated” MBean attribute. It should be set to “true”. The
feature can be enabled or disabled setting the value to true or false and
clicking the apply button at the end of the “MBean attributes” section.

The operations available in the “MBean operations” section all use
the same parameters:

» ecuser: the ECMWEF login of the user, under which should be
started the “ectrans” command.

3

= remote: the “-remote” option of the “ectrans” command in the
format msuser @destination.

» target: thetarget file name in the format [location]/filename.

The operations available are:

= getURL: to get check the Member State user is attached to the EC
user and is allowed to access this destination. The real URL is
giveninreturn.,

= dd: to delete thefile (if check is successful).

» size: to get the size of thefile (if check is successful).

To activate one of these operations, fill in the parameters and click the
associated button.

4.5 Checking the logs

The logs are managed by the gateway and are stored by default in the
“gateway/log/gateway.log” file.

The log feature of the gateway is based on the “log4j” Java package
and can log messages at five priority levels:
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DEBUG: debugging messages, this should be suppressed in
production.

INFO: messages similar to the verbose mode of many
applications.

WARN: warning messages, which are logged to some log but the
application is able to overcome the problem.

ERROR: application error messages, which are logged to some
log. But the application may still be able to continue, such as
when an administrator supplied incorrect configuration
parameters and the application falls back to using some hard
coded default values.

FATAL: critical messages, after logging of which the application
quits abnormally.

The default logging configuration of the gateway can be modified in
the “gateway/conf/logdj.properties” file. This file is periodically
checked (each 30s) and automatically reloaded if necessary.

For example, to change the INFO priority level (default) to DEBUG,
edit the logging configuration file and change the line:

[Tevel =1 \FO |
to:
|| evel =DEBUG |

The default target of the log output is afile, but can also be a remote
UNIX syslog daemon or the console (among many other output target,
but this is out of the scope of this document and more details can be
found at http://jakarta.apache.org/log4j/docs).

For example, to log to the local syslog daemon, edit the logging
configuration file and change the line:

[appender s=Rol 1'i ngFi | e

to:

|appender s=Rol | i ngF | e, Sysl og

One or many output target can be specified at atime.

To log to aremote syslog daemon just change the following line:

ost nane=| ocal host

to the name of the remote host running the syslog daemon.
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5 UPGRADING

When a new version of the ECaccess Gateway become available, it is
possible to use a script to automate the upgrade. This script is
available for download from the following address:

= “http://www.ecmwf.int/services/ecaccess/download”

The script will automate the download of the new Gateway software.
The existing configuration will be copied over to the new Gateway
and the current Gateway will be stopped. It will then be up to the
administrator to start the new Gateway and also to make it a boot
time, it thisis set up.

To do the upgrade the administrator should simply:

= Move the upgrade script called “upgrade-v<version>.sh” to the
“gateway/bin” directory on the existing Gateway.

* Run the upgrade script as the UID under which the Gateway runs,
while the Gateway is till running.

In case of problem, a copy of the output from the upgrade script
should be sent to “ecaccess@ecmwf.int”.

Version 3.1.0

page 42/47



6 SECURITY

ECaccess
Tools

MS
Work-
station

The gateway needs to access other computers and to start daemons:

* A number of servers, which listen on a number of ports, are
started by default: you might want to firewall these ports and/or to
close the corresponding server (when possible).

= A number of ports of the ECaccess Server must be accessible to
the gateway: you must authorize connection to these ports.

Ports bound by the gateway are shown in the first section. The second
section shows connections required by the gateway to the ECaccess
Server.

The following diagram describes the streams between a Member State
workstation, the ECaccess gateway and the ECaccess server:

9021 and FTP data ports

ECcert w \
Command |

Web

9080 ECaccess ‘ 003
Browser ‘ 5> ECaccess

Gateway | Server
Telnet \ .
Client

FTP data ports

- mZAIm-+HZ—

X 6000 to 6063 \
Server

ECaccess
MS Gateway ./ l ECMWF

All ports on the Member State gateway are configurable (default
values are shown in black on the diagram). Ports on the ECMWF
ECaccess server are not configurable (in red).

6.1 Open ports

Ports used by the gateway are configured in the gateway genera
configuration file.
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Default ports are shown in the following table, but can be modified in
the “ecmwf.properties” file:

Port

9080

Purpose

HTTP plugin (standard: 80)

9443

HTTP/S plugin (standard: 443)

9021

FTP plugin (standard: 21)

9022

SSH plugin (standard: 22)

9023

Telnet plugin (standard: 23)

Open to

Member State users

9082

Administration Web site

9090

Database port (in SERVER
mode)

Administrator

9000

Call back port

ECaccess Server

The call back port is mandatory and is used by the ECaccess Server to
send notifications to the gateway.

6.2 Connections

The gateway must access the ECaccess Server and the Member State
workstations (for X Window, FTP, FTPS and/or SFTP):

Port

Host

9001 | ECaccess Server

9002

9003

9004

Purpose

Naming service.

Naming server.

Data channel.

Command channel.

6000-6063 | Member State

21 (and data
ports) or 22

workstations

X Window System.

FTP/S and/or SFTP
servers (ECtrans)

All connections to the ECaccess Server are mandatory.
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6.3 Security manager

It is possible to use the “gateway/conf/ecmwf.policy” file to set-up a
security policy for the ECaccess gateway. During its execution, when
the gateway requests access to a critical system resource (such as file
/0 and network 1/O) the application invokes a special Access
Controller module that evaluates (thanks to the “ecmwf.policy” file)
the request and decides if it should be granted of denied. This policy
file can be modified by hand or using the “policytool” application that
comes with the Java package. Entries in the “ecmwf.policy” file use
the standard javapolicy file format as described in the Java
documentation.

For example, to restrict the gateway file access to the ECaccess
directory, change the line;

Per mission java.i o. F | ePermission
“W<ALL FILES>>",
"read,write,delete, execute”;

to:

Perm ssion java.io. F | ePer m ssi on
“${ecmwf .properties} /- ”,
"read,write,delete, execute”;

Or, to restrict the gateway network access to the ECaccess server and
to a sub-domain (say “meteo.ms”), change the line:

Per mi ssi on j ava. net . Socket Per ni ssi on

Nk o K77
. 14

”connect, accept, listen, resolve’”;

to:

Per m ssi on j ava. net . Socket Per mi ssi on
“localhost:*”,
”connect, accept, listen, resolve’”;

Per mi ssi on j ava. net . Socket Per ni ssi on
W meteo.ms:*”,
”connect, accept, listen, resolve’”;

Per m ssi on j ava. net . Socket Per mi ssi on
“ecaccess.ecnmwf.int:9000- 90004”,
”connect, accept, listen, resolve”;

To find more information on how to configure thisfile, please refer to
the following document:

= http://java.sun.com/j 2se/1.4/docs/gui de/security/spec/security-
specT OC.fm.html
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7 APPENDIX

7.1 Database diagram

EVENT ECSESSION
EVE ID N ECS ID N
EVE_DATE DT ECS_DATE DT
EVE_TIME T ECS_TIME T
EVE_ACTION  TXT ECU_ECS ECS_PROFILE  TXT
ACT_EVE 1.1 |EVE COMMENT TXT 11 |gcs RooT TXT
EVE_ERROR BL ECS_COMMENT TXT
ACT_ECU ECUST MSUSER
MSU NAME IXT
1.n /m o on 1,1 |MSU_PASSWD  TXT
MSU_COMMENT TXT
ACTIVITY ECUSER MSU_DIR TXT
ACT ID N ECU NAME == MSU_ACTIVE BL
ACT_PLUGIN TXT ECUUD N MSU_HOST TXT
ACT_HOST  TXT ECU_GID N
ACT_AGENT TXT ECU_DIR TXT on
ECU_SHELL TXT
o.n ECU_COMMENT TXT MSU_MSG
RTE fEn o.n ECTRANS_HISTORY 0.n
ECH ID N
ECD ECU ECH_DATE DT MSGROUP
ECH_TIME T MSG_NAME IXT
ECH_STATUS  TXT MSG_COMMENT TXT
0..1 ECH_LOCATION TXT MSG ACTIVE BL
ECH_REMOTE TXT .
HTTP_CONTEXT ECH_URL T
HTC ID N 0..n
HTC_DATE DT 11 ECD_MSU
HTC_TIME D EED MEE
HTC_TOKEN TXT ECH_ECD \ j
HTC_SERVICE TXT
HTC_EXPIRED BL
HTC_REDIRECTED BL
HTC_RESETED  BL 0.n 0.n
HTC_PERIOD N
it LBIN o5\ |ECTRANS_DESTINATION
HTC_CONTEXT  LBIN ECD NAME IXT
HTG XSL TXT ECD_VALUE TXT ECTRANS_MODULE
= ECD ACTIVE  BL ECM NAME  TXT
ECD_RESTRICT BL ECM CLASSE TXT
ECD_RESOLVE BL ECM_ARCHIVE TXT
ECM_ACTIVE BL
1,1

ECD_ECM

7.2 Database tables
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The tables of the ECaccess database are:

MSGROUP

Tablename Purpose

Member State group of users

MSUSER

Member State users

MSU_MSG

Member State users and Member
State group associations

ECUSER

ECMWF users

ECU_MSU

EC users and Member State users
associations

ECTRANS MODULE

ECtrans modules

ECTRANS DESTINATION

ECtrans destinations

ECD_MSG

Member State groups and destination
associations

ECD_MSU

Member State user and destination
associations

ECD_ECU

EC users and destination associations

ECD_ECM

Modules and destination associations

EVENT

Events for an activity

ACTIVITY

Activities for an EC users

ACT _ECU

EC users and activities associations

ACT_EVE

Events and activities associations

ECTRANS_HISTORY

ECtrans history for and Member State
user

ECH_MSU

Member State user and history
associations

ECH_ECD

Destinations and history associations

HTTP_CONTEXT

HTTP context for Web sessions

HTC_ACT

Activities and contexts associations

OJB_SEQ

OJB_HL_SEQ

Reserved for internal usage

Version 3.1.0

page 47/47




